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Usability and Usefulness:

Achievements Fraug

With Challenges

he idea of people using tools and technolo-
I gy is central to the thinking of people
engaged in human factors engineering
(HFE) and human systems integration (HSI).
Historically many such people have been con-
cerned with physical form, fit, and function. Could
users, both operators and maintainers, reach? lift?
perform necessary tasks without the use of poten-
tially injurious postures? etc. The increasing
importance of cognitive tasks has led to more cog-
nitive questions related to topics such as attention,
situation awareness, and cognitive workload.
Numerous books and articles have been written
about use-centered design and about user-cen-
tered design. Numerous documents have
espoused the importance of usability and useful-
ness. Numerous tools and techniques have been
developed to aid in these endeavors. Some have
been developed in the context of commercial
product development; others have been devel-
oped in the military research and development
and acquisition domains. Yet, challenges and
opportunities remain for those engaged in design-
ing and developing useful and usable systems.
The articles in this issue of GATEWAY focus on some
of these challenges and opportunities. They do not
look at “usability” in terms of what it is. To do so might
be perceived as “preaching to the choir” in a publica-
tion devoted to human factors and to HSI. They do not
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look at how to improve usability in terms of
available tools and techniques. Instead,
they describe challenges facing human sys-
tem practitioners involved in the develop-
ment of new computerized technologies.
The article by Samuel Hawkins suggests
that HFE is “a technology-enhancing disci-
pline rather than a technology-creating
one,” and he notes that the events of 9/11
have brought new challenges and new
opportunities to help enhance human per-
formance. The article by Gilbert Bandry
focuses on the challenge resulting from the
increasingly widespread use of commer-
cial-off-the-shelf (COTS) equipment in
major Department of Defense (DoD)
acquisition efforts. The article by Joyce
Cameron looks at a qualitatively different
type of challenge—that associated with
the communication, cooperation, and col-
laboration needed for practitioners from
different disciplines to work together to
serve the needs of the end-user. The final
article by Tom Metzler, Director of Human
Systems Information Analysis Center
(HSIAC), describes some of the rethinking
that we are doing at HSIAC to redesign our
website to be more usable and useful to
practitioners and researchers alike. ™
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Human Factors Challenges
In the Post-9/11 World
|

he events of September 11 were
I so shocking that virtually every
American industry and discipline
has felt the impulse to ask itself, “What
can we contribute to the prevention of
future tragedies?” Human factors is no
exception. As our nation faces the chal-
lenge of rapidly adopting and adapting
to, in the words of FBI Director Robert
Mueller, “new strategies, new technolo-
gies, new analytical capacities and a dif-
ferent culture...,” (Mueller, 2002) our
discipline has the opportunity to exam-
ine what our accumulated knowledge
base concerning human capabilities and
our interaction with technology can
contribute. This article provides a brief
look at four areas to which human fac-
tors can contribute: aviation security,
biometrics, information systems, and
the military.

Aviation Security

Norman Mackworth’s World War 11
work with Royal Air Force radar opera-
tors shows that human performance of
tasks requiring sustained attention
decrements over time is a cornerstone
of our discipline. For decades airport
security monitoring has been a textbook
example of a difficult sustained atten-
tion problem, and the potential human
factors engineering (HFE) contribution
to improved aviation security was no
doubt an early thought to many HFE
professionals in the days immediately
following 9/11. As recent articles (e.g.,
McDaniel, 2002; Hancock & Hart, 2002)
have made clear, HFE has a large body
of well-understood knowledge that can,
and is, being applied to this issue.

But post-9/11 suggestions for technol-
ogy improvements to advance aviation
security extend well beyond the metal
detector. In addition to the applications
of biometrics discussed below, a host of

‘ Samuel Hawkins

potential on-aircraft measures, such as cabin video
surveillance and wireless communications links
for flight and cabin crews (including Air
Marshalls), bring with them the traditional human
factors issues regarding form, fit, and function.
Moreover, considerations of more radical alteration
to the current pilot-in-control paradigm have even
greater requirements for attention to human fac-
tors. Proposals for enhanced use of automatic
obstacle avoidance and/or ground control of the
aircraft invoke complex issues of human interac-
tion with automation. No successful implementa-
tion of such radical technology solutions will be
possible without consideration of HFE issues such
as mode awareness and mistrust of automation.

Biometrics

Biometrics have received increasing visibility
after 9/11. The use of technologies that scan and
match individual characteristics, such as finger-
prints, hand geometry, iris structure, retinal pat-
terns, and written signatures, will no doubt
increase as needs for improved identity verification
and detection arise. Thus far, the primary consid-
eration of the human in this area has revolved
around the concern for privacy protection and civil
liberties. HFE has a role to play as these issues are
resolved and the technology proliferates. We can
assist in ensuring that specific applications are suf-
ficiently unobtrusive and/or usable to win public
acceptance, and sufficiently usable by personnel of
confirming agencies for the overall system to be
effective.

Information Systems

As information about pre-September 11 “clues”
to the terrorist attacks have surfaced, there has
been an understandable desire throughout the
public and the government to ensure that our intel-
ligence and law enforcement agencies have the
type of access to data that would enable them to
anticipate and prevent terrorist activities. One
response has been to seek a substantial increase in
the ability of intelligence and law enforcement
organizations to share information within and
across their communities more easily.
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The tasks of the intelligence/law enforcement
community form, on the one hand, a classic
human performance challenge of the type that
cries for the implementation of more and better
HFE. The environment presents to analysts and
decision-makers multiple information cues of wild-
ly varying reliability. Time stress is tremendous.
There are competing organizational and resource
pressures, and all decisions are made against a
background of great uncertainty. HFE profession-
als with an information-processing and decision-
making perspective will no doubt immediately
recognize that this job description includes numer-
ous naturalistic decision-making challenges. In
short, the field is saturated with the types of tasks
that are conducive to human error.

On the other hand, the field is highly dependent
on the experienced judgment of its members, and
it will remain so. The opportunity for HFE contri-
bution to the intelligence community lies in the
current imperative to ensure that all available
information is shared within and across intelli-
gence organizations. The urgency to “break down
the stovepipes” that can isolate potentially critical
intelligence is certainly understandable and justi-
fied. However, another cornerstone of our disci-
pline’s knowledge base is the understanding that
“more” information is a two-edged sword. Data
must be processed to have worth as information.
The design of the vast databases of information
that will result from collectivization of our nation’s
intelligence data will require consideration of
human and organizational limitations if they are to
be the types of knowledge tools that will be
required to effectively coordinate U.S. responses to
Homeland Security threats.

Military

Though HFE applications to new areas of tech-
nology will likely increase in the coming months
and years, the historically strong linkage of HFE to
the military will continue. Even prior to 9/11, the
Department of Defense (DoD) was facing signifi-
cant self-proclaimed transformational challenges.
Increased operational tempos, greater reliance on
digital communications and precision weapons,
and new needs for information integration and
decision support are all part of the military’s mis-
sion against terrorism, and HFE efforts will
become more focused in improving the technology
that impacts these areas.

Several of the military’s key transformational
goals outlined in the recent Quadrennial Defense
Review, (e.g., conducting effective information
operations and leveraging information technology
to give U.S. joint forces a common operational pic-
ture) will depend heavily on the transforming tech-
nologies becoming “basic issue” to our personnel.

For these goals to fully succeed, these
emerging technologies must be tailored
to the capabilities of their users. As
Secretary of Defense Donald Rumsfield
(Rumsfield, 2002) has said,

...If you could go back in time, and give
a knight in King Arthur’s court an M-16
[and]...he takes that weapon, gets back
on his horse, and uses the stock to
knock his opponent’s head, it’s not trans-
formational.  Transformation occurs
when he gets behind a tree and starts
shooting.

Fortunately, the proliferation of home
computing devices in the past decade
has provided a tremendous head start in
making this transformation. As Deputy
Defense Secretary Paul D. Wolfowitz
has said regarding the capability for
computers, instant communications,
and global networking to transform the
U.S. military, lessons learned from oper-
ations in Afghanistan show that today’s
soldiers

...display an agility with that technology
that comes from being completely com-
fortable with this new way of doing
things (Wolfowitz, 2002).

However, the HFE community must
not allow this increase in comfort and
ease with technology to allow others to
assume that the “user interface prob-
lem” has been solved. Rather, the
greater computer skills that recruits
now bring with them make it possible
for us to push toward more optimal
technology solutions. This upward shift
in target audience capabilities should
enable HFE to move from simply
accommodating human limitations to
leveraging human capabilities. Whereas
the initial wave of HFE efforts aimed
mostly at ensuring that interfaces were
sufficiently simple that users would not
reject them, we are now progressing
towards making interfaces that optimal-
ly integrate the human within the sys-
tem to produce the maximally effective
tools necessary to meet the challenges
of information-saturated warfare.

...continued on page 14
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istorically, = the interaction
Hbetween the U.S. Department of

Defense (DoD) and Human
Factors Engineering (HFE) has been syn-
ergistic (Moroney & Bittner, 1994). In
this relationship, the DoD has served as
a strong advocate of HFE, contributing
significantly to basic and applied
research and championing the role of
HFE in the product development process.

In this relationship, the role of HFE
has evolved as technology has evolved,
with each major change bringing addi-
tional issues to view (e.g., automation,
cognitive workload, etc.) As computing
technology has proliferated throughout
the military, new sets of tools are being
developed to facilitate consideration of
human factors issues during the process
of product design, thus helping ensure
that user needs are not lost in efforts to
provide increased functionality.

In the past, HFE in the DoD has been
deeply involved in research and develop-
ment to support unique weapons-related
technology and products. Today, many
weapons-related systems make extensive
use of information technologies devel-
oped in the commercial world and avail-
able as commercial-off-the-shelf (COTS)
equipment. This increasing emphasis on
the use of COTS equipment brings new
challenges to HFE practitioners.

Information technology is becoming
increasingly available to friend and foe
alike. In fact, the current version of DoD
5000.2-R, Mandatory Procedures for
Major Defense Acquisition Programs
(MDAPS) and Major Automated
Information Systems (MAIS) Acquisition
Programs (Department of Defense,
2002) includes a section on
“Commercial, Off-the-Shelf (COTS)
Considerations” (C5.2.3.5.7). Several
benefits are associated with the use of
COTS including: “opportunities for

‘ Gilbert E. Bandry

reduced cycle time, faster insertion of new technol-
ogy, lower life-cycle costs, greater reliability and
availability, and support from a more robust indus-
trial base” and Program Managers are advised to
apply commercial “best practices” (C5.2.3.5.7.2).

However, the DoD 5000.2-R indicates that the
use of commercial best practices can “require
changes in the way systems are conceived,
acquired, and sustained” (C5.2.3.4.7.2). The
changes identified affect many aspects of system
acquisition including the need for:

¢ Communication, negotiation, and flexibility
to bridge gaps between commercial items and
DoD needs,

e Evaluation of COTS items in terms of mission
accomplishment and the match between
commercial capabilities and system require-
ments, not in terms of the capabilities of the
technology itself,

® On-going system engineering to accommo-
date changes in commercial items,

¢ Testing commercial upgrades to avoid unex-
pected side effects related factors such as
safety, and reliability, and

e Testing COTS equipment to ensure that it
does not pose risks to security or information
assurance.

One place where the efforts to adopt commercial
best practices and COTS equipment is visible is in
the communications systems associated with
weapons systems. As Navy Rear Adm. Robert M.
Nutwell, Deputy Assistant Secretary of Defense for
Command, Control, Communications, Intelligence,
Surveillance, Reconnaissance (C4ISR) and Space
has noted, “Without the commercial technology
out there, we could never hope to achieve infor-
mation  superiority” (http://www.national
defensemagazine.org/article.cfm?Id = 209).

HFE, like other engineering disciplines, is in the
process of redefining its role within the new acqui-
sition paradigm. As specified in DoD 5000.2-R,

Vendors react to the marketplace, not the unique
needs of DoD programs. To successfully work with
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vendors, the PM (Program Manager) shall adopt
practices and expectations that are similar to other
buyers in the marketplace. Traditional DoD acqui-
sition and business models are not sufficient for
programs acquiring commercial items, as they do
not take into account the marketplace factors that
motivate vendors.

(C5.2.3.5.7.2.3).

The shifting of the DoD focus from design over-
sight for unique one-of-a-kind systems to being an
end-user of many kinds of COTS equipment is
influencing the purpose of HFE initiatives. This is
not to say that the limitations in potential for
design influence should be seen as marginalizing
HFE. Rather, as DoD 5000.2-R points out, “The
keys to success involve thinking and acting as an
informed consumer...” (C5.2.3.5.7.2). HFE needs
to become a part of the informational process that
allows the DoD to make appropriate purchases.
Just as individual consumers making large or small
purchases want to ensure that their purchases have
the right form, fit, and function, HFE practitioners
must strive to help ensure that the operators and
maintainers of military systems are not overlooked
simply because a system uses COTS equipment.

This point was made at the most recent meeting
of the DoD Human Factors Engineering Technical
Advisory Group (HFE TAG) May 2002, where it
was stated that “human factors evaluation of non-
developmental items” was a “hot issue” and that:

Policy should be established in all Services mandat-
ing HFE as a principal factor in selecting an item or
system from a pool of nondevelopmental item (NDI)
contenders. The policy should specify that con-
tenders must meet essential HFE criteria fo be
Jjudged acceptable.

(DoD HFE TAG, 2002, slide 29).

The HFE practitioner’s role, however, goes
beyond just recognizing good human factors prac-
tices in the design of COTS equipment, for the HFE
practitioner must also help to ensure good human
factors in the DoD environment. Military environ-
ments present a unique set of challenges to human
performance—challenges that are not typically con-
sidered by commercial vendors. Thus, evaluations
of COTS equipment need to take into account the
types of environmental and cognitive stressors in
the environments in which military personnel work.
The HFE practitioner must also be ready to address
the increasing number of situations in which mili-
tary systems are maintained by nonmilitary person-
nel. In these instances, tailoring of HFE guidance,
such as MIL-STD-1472, can help ensure that HFE
requirements are appropriate to the environment

and the mission, while still maximizing
the ease of use for personnel.

System integration and DoD HFE prac-
titioners can also work to optimize the
use of COTS equipment after it has been
selected. While it is to be hoped that the
selection process produced a system that
was maximally integrated, HFE practi-
tioners will likely find opportunities to
apply their skills in ensuring that a sys-
tem with COTS products is integrated in
a manner that optimizes human per-
formance. COTS products, by their
nature, tend to be modular, and HFE
considerations must still apply in deter-
mining how a system of modular items
will be configured for optimal use. For
example, when working with communi-
cations systems, human factors consid-
erations of lifting limits and accessibility
must still be applied to determining
where and how COTS telecommunica-
tions items are mounted in racks.

HFE practitioners have long waged a
vocal battle to be included early in the
design process. The necessity of early
involvement has become something of a
mantra for the discipline. The need for
HFE within the design of products is by
no means eliminated by an emphasis on
COTS products; it simply means that
HFE input is likely to be needed prior to
the design reaching the attention of the
HFE practitioner employed by a system
integrator. It means that an important
part of the end-user’s HFE practitioner’s
role is likely to ensure a vigorous inclu-
sion of HFE in the product selection
process. Marketplace mechanisms are
likely to force better HFE solutions to
emerge from the commercial design
process, and the fact that the DoD is a
customer that cares about HFE may
prove to contribute substantially to effec-
tive consideration of HFE concerns. ®
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Cooperation and Collaboration Between
Human Systems and
Information Systems Personnel:
A Crisis and An Opportunity |
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ority is becoming increasingly

important in today’s military envi-
ronment, and the acquisition, process-
ing, distribution, and storage of infor-
mation has become dependent on
advanced, technologically-sophisticated
information systems. Yet, anecdotes
depicting the challenges faced by
human systems and information sys-
tems practitioners abound.
Management and end-users agree to
participate in the process of defining
information system requirements, but
become “too busy” as soon as there are
real questions on the table. Software is
built, then after the fact, information
systems practitioners look at usability
requirements. Information systems are
deployed and only after howls of user
dissatisfaction is (limited) usability test-
ing conducted. Organizational struc-
tures arrange for human systems practi-
tioners to interact with programmers,
when interaction with system designers
is needed. Contractual arrangements
have human systems practitioners
working for one contractor and infor-
mation systems practitioners working
for another, with communication limit-
ed largely to written documents
exchanged through a common program
manager. And the litany goes on.

Despite these difficulties, information
systems practitioners have access to a
growing repertoire of techniques to
facilitate software process improve-
ments (e.g., systematic tracking of
requirements, modeling of user behav-
ior, etc.). Human systems practitioners
also have access to a growing repertoire
of techniques to identify and analyze
cognitive tasks, to contribute to infor-
mation system design, and to inspect
and assess usability, etc. Yet, too rarely
do members of the information systems

Information and information superi-

‘ Joyce A. Cameron

and the human systems communities of practice
cooperate and collaborate in the definition, design,
development, and deployment of information sys-
tems that users find both usable and useful.

This lack of effective collaboration between
human systems and information systems practi-
tioners became abundantly clear to officials from
the Office of the Deputy Undersecretary of Defense
(Science and Technology) during a briefing of pro-
posed Advanced Concept Technology
Demonstrations. During this briefing, which
addressed the use of mature and maturing tech-
nologies to solve military problems, officials real-
ized that the assessments of these technologies
were structured to assess the effectiveness of sys-
tem hardware and software. They were not struc-
tured to provide an equally rigorous assessment of
the human performance associated with the tech-
nology being demonstrated. Given this situation,
the Directors of Bio Systems and Information
Systems in the office of the Director of Defense
Research & Engineering (DDR&E) concluded that
developers of Command, Control,
Communications, = Computers, Intelligence,
Surveillance, and Reconnaissance (C4ISR) systems
could benefit greatly from deliberate and expand-
ed interactions between information systems (IS)
and human systems (HS) technology profession-
als. By extension, developers of military informa-
tion systems in general could also benefit by such
cooperation and collaboration. And, in the com-
mercial world, understanding the importance of
usability is growing and spreading rapidly.

This insight led the Office of the Deputy Under-
Secretary of Defense (Science and Technology)/
Bio Systems to task HSIAC to look at the problem
of HS/IS cooperation and collaboration, to
describe the current status, and to propose solu-
tion concepts to enhance the ability of members of
these two communities of practice to work togeth-
er to the benefit of end-users whatever their spe-
cific role.

To proceed with this task, HSIAC personnel used
a multi-pronged data-gathering strategy that
included: an extensive literature review; a work-
shop for scientists, engineers, and military opera-
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tors/analysts that included both presentations and
participant deliberations; and subject matter
expert (SME) interviews. The goal was to charac-
terize the nature of the problem associated with
HS/IS cooperation and collaboration; to identify
recurrent themes used to characterize current
practice; to locate best practices currently in use,
and, finally, to synthesize these findings to support
recommendations to institutionalize and facilitate
enhanced cooperation and collaboration between
HS and IS researchers and practitioners.

Regardless of the data source (literature, work-
shop, and interviews), the overall assessment of
current state of HS/IS cooperation and collabora-
tion was about the same:

e Successful HS/IS cooperation and collabora-
tion is possible, but currently it is very rare.

e Cultural and organizational challenges to suc-
cessful HS/IS cooperation and collaboration
are numerous, multidimensional, and inter-
disciplinary in nature.

e Improvements will have to address the issue
of HS/IS cooperation and collaboration from
multiple perspectives. There is no single,
“magic bullet.”

During the HS/IS Cooperation and Collaboration
Workshop, several case studies illustrating suc-
cessful HS/IS cooperation and collaboration were
described. Details and terminology varied accord-
ing to the service and the system, but several
themes were evident:

e The need for clear roles and responsibilities
for both HS and IS practitioners,

e The importance of leadership committed to
the need for HS/IS cooperation and collabo-
ration, and

® The use of a design process driven by
human-centered, task-related requirements
not by data-based requirements.

The cultural challenges identified during the sev-
eral different data-gathering efforts were numerous
and varied. Fundamental to all of the challenges to
HS/IS cooperation and collaboration is the lack of
any common understanding between the HS and
IS communities of the potential value-added by
HS/IS cooperation and collaboration.

Exacerbating this lack of a common understand-
ing is the pervasive use of acronyms and the fre-
quent discipline-specific definition of apparently
common terms. For example, the acronym “IS” has
at least 41 meanings including information sys-
tem(s), information security, information services,
information superiority, interface specification,
interim standard, and internet service. The acronym

“HSI” has at least 20 meanings including
human systems interface and human
systems integration. However, the listing
of acronym meanings for “HS” does not
include “human systems” as used in the
Department of Defense (DoD) (based on
data gathered May 28, 2002 at

http://www.acronymfinder.com).
Complicating the situation even fur-
ther is the fact that some of the con-
straints on HS/IS cooperation and col-
laboration work from the top-down
(e.g., DoD policies). For example,
according to a recent report published
by the United States General Accounting
Office (2001), funding is a major hurdle
in the DoD. Despite policy revisions to
facilitate the development of better sys-
tems, the mechanism for obtaining
funding has remained virtually
unchanged. Requirements must be set
before a program is approved, and a
program must be approved in order to
obtain funding, and funding is essential
to support systems engineering efforts.
As a result, those who define require-
ments and those who engage in systems
engineering are often on opposite sides
of essential product launch decisions.
The time elapsed between the time ini-
tial requirements are drafted and the
time systems engineering discovers
major gaps in the requirements may be
so great that there are few options
available except to increase cost and/or
slip the schedule. Ironically, many
proven human factors analyses and
end-user involvement techniques that
can be used to help define and refine
requirements cannot be used until the
product developer receives payment to
perform such procedures. The result is
that a project may be funded based on
requirements compiled with limited
end-user input, and the potential contri-
bution of HS practitioners is diminished
because of DoD funding policies and

the restrictions imposed by them.
While funding processes and proce-
dures can have the effect of restraining
HS/IS cooperation and collaboration
from the top down, still other con-
straints on HS/IS cooperation and col-
laboration work from the bottom up.
Issues related to the meaning of words
are perhaps even more pervasive than
the challenges due to the potential con-
...continued on page 15
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Human Systems
Information
Analysis Center
(HSIAC)

Customer
Questionnaire

recent survey
was distrib-
uted to all of

the Human Systems
Information Analysis
Center (HSIAC)
domestic customers.
This survey will be
used to evaluate the
quality of services
and products provid-
ed by the HSIAC.
Please take a
moment to complete
the survey and send
back to the HSIAC via
hard-copy, electroni-
cally, or at our website
http://iac.dtic.mil/
hsiac/index.htm. Your

input will enable us to
improve our services
and determine how to
better serve you.
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s a result of recommendations
Afrom our Steering Committee,

we are changing our website.
We have concluded that just converting
newsletters and brochures into HTML is
not enough. The real currency of web-
sites is not how much we jazz them
up—it’s the results we get from them.
We need to be asking ourselves how
will we build a web-based “customer”
support capability?

To realize the potential of the web for
customer support, we must be willing
to commit to the care and feeding of a
customer-led effort. We must offer our
customers what they really want and
need. We must take their view of the
website and let them lead the way. We
must organize our activities around our
customers and allow them to help us set
our direction. This is not a simple task.

Let us put ourselves in the shoes of
one of our potential customers. An engi-
neer at a major contractor needs infor-
mation to influence the design of a com-
puter-aided tool. If he or she doesn’t
obtain the information quickly, the
design team will move ahead without
pertinent human system information.
Who, or what, should this person con-
sult? A government office? A Military
Standard? A government lab? A subject
matter expert? If the engineer chooses to
call a person, he/she may set off a chain
of handoffs that will only delay resolu-
tion of the problem. Suppose one key
person in the loop is off on a business
trip or vacation. It’s all too possible for
the preceding person in the chain to
leave a voice-mail or E-mail message and
conclude, “I did my job. I passed it on.”

The immediate goal is to deploy a
revised website, establish relationships
with customers, and progressively
entice the Human Systems community
into the new structure. The intention is

Web-Based “Customer” Support

Thomas R. Metzler
HSIAC Director

to provide them with an experience that makes
them want to return for more. The long-term
objective is to get customers to use the Human
Systems Information Analysis Center (HSIAC)
website as their “one-stop solution” when they
have questions or problems pertaining to Human
Systems Integration (HSI).

The temptation to try to satisfy all customers
simultaneously will be great, but the goal of a
comprehensive web strategy is to go after the sec-
ondary and tertiary groups only after the high-pri-
ority groups are securely attached to the organiza-
tion via the Internet. We need to help our impor-
tant customers to become participants in the
evolving capabilities of our website. Once they are
on line, we can start leveraging their participation
into something more powerful. These key cus-
tomers can then become partners who will guide
us in making strategic decisions that will benefit
all customers. They will help lead us; our job will
be to keep up with them.

The things that are important to customers can
be characterized by eight “C” words:

e Content: I want deep content, and I want to
be able to mine it to get what I'm looking for.

* Convenience: [ can get what I'm looking for
quickly and intuitively.

¢ Community: I can meet and interact with
people like me.

¢ Commitment: I want to know that you will
help me in the future—if you don’t have
what I'm looking for, that you’ll get it for me.

¢ Customization: [ want to see what I want, I
don’t want to see what I don’t want—most of
the time.

¢ Continuity: In forums and other types of
interactions I can go from one session to the
next easily and pick up the thread, no matter
how much time has elapsed.

¢ Control: I want to control our relationship. I
want to turn it on or off, and anything you
do with my information should be with my
permission.

¢ Confidentiality: Customer’s problems will
not be made public.
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We want to identify a small number of individu-
als (four to six) who are forward thinking, helpful,
and willing to spend time with us. The more we
know about the online habits of our customers—
What engages them? What turns them off? The
better we will be able to offer them something they
want. Questionnaires can help, but the most
important information will come from one-on-one
conversations. Individual comments and personal
suggestions from customers are very valuable. If
you want to help, please contact me at tom.
metzler@wpafb.af.mil.

Many organizations measure success by server
statistics that count visitor “hits.” However, we
need to be clear about server statistics. A “hit” is a
file that has been downloaded. Each image on a
page is a file, as is each sound. When a page loads
on a browser, the server registers one “hit” for each
file. If the page has 43 unique images on it, the total
number of “hits” recorded when the page comes
up is 44, because the HTML file that describes the
page and contains the text is also a “hit.” If you
refresh the page, you generate another 44 “hits.”

More appropriate counts are the number of page
views, unique visitors, and visitors who register.
We also want measure how “sticky” our website
is. Yes, this is a technical trade term. Stickiness is
measured by the number of page views per visit or
the amount of time a visitor (or repeat visitor)
spends on the site. When we operate like an e-
business, we should be asking other questions:

® What does it take to get site visitors to regis-
ter?

e How deeply do they explore the site?

e At what point do they usually leave?

® Do they take advantage of the opportunities
presented?

o Are they interested in meeting other people
online?

We may need different scales for different cus-
tomer groups.

Server statistics can help us measure success,
but to get consistently useful results, we must con-
tinue to ask new questions and to challenge the
meaning of our measurements. The evolutionary
nature of the web may make today’s measure-
ments obsolete tomorrow.

Projecting into the future, we should be consid-
ering metrics such as, “How many customers
would be upset if our website went down for an
hour? a day? or a week?” “How upset are they
now?” “How upset would they be” “What would
they do if our site stayed down?” “How long would
they wait before they looked elsewhere?” The
more people depend on our site, the better. If our
site goes down at 3:00 in the morning and our

phones aren’t ringing off the hook by
7:30 when we come to work, that’s not
a good sign.

On a content-driven site, everyone in
the organization wants to monopolize the
site for his or her own purposes. But a
customer-led website leads us out of the
woods by insisting that the content satis-
fies the customer first. We must expend
the effort to guide new visitors on the
path from initial curiosity to loyal users
of, and contributors to, the site.

One of the most important commit-
ments we are making to our customers is
that, if they cannot find the answer they
are looking for, we will work to find it
and get back to them. We can help meet
customer’s requests for information, but
in some cases that can take time.
However, inclusion of interactive oppor-
tunities (e.g., bulletin boards) can enable
customers to ask questions of one anoth-
er and to build a community capable of
supportive interactions with one another.

The most important thing we must
build with our customers is trust. If peo-
ple trust our website, they will tell their
friends to rely on it, and we will suc-
ceed in growing a multitude of new cus-
tomers. We are dedicated to enabling
and helping our customers find the
right answer.

If you have any comments on this pro-
posal, please let me know. You can con-
tact me at tom.metzler@wpafb.af.mil. ®

Supporting material for this article
was provided by Eric Smith, NAVAIR
Crew Systems Technology Business
Manager.

E-mail?

For further information,
please contact:

Thomas R. Metzler
Director of HSIAC
AFRL/HEC/HSIAC

2261 Monahan Way,
Bldg. 196

WPAFB, OH 45433-7022

Tel: (937) 255-6623

Fax: (937) 255-4823

E-mail: tom.metzler@
wpafb.af.mil

Thomas Metzler is the
Director of the Human
Systems Information Analysis
Center (HSIAC) at Wright-
Patterson Air Force Base.

Would you like to receive your copy of

GATEWAY by E-mail?

If so, please E-mail your address to
roseann.venis@wpafb.af.mil.
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Special Two Day Rate for Enlisted Uniformed Military & Students—See Details Below

‘l‘? __ | The SAFE Association presents the

U"‘"’ 4 th Annual
-

vl SAFE Symposium

- | Adam’s Mark, Jacksonville, Florida e September 30—October 2, 2002

.-_.l" .- e r

n internationally attended — Em—==
A marketplace for the , E e
exchange of technical g | -
information, product and service
exhibitions, and the showcasing of
industry capabilities for meeting

challenges in vehicular occupant
protection and personnel-worn safety equipment.

For rooms call Addam’s Mark at (904) 633—9095 or (800) 444—ADAM.
Be sure to tell them you are with the SAFE group to get the special $139 Symposium rate.
Government rates also available on a first-come, first-served basis.

Averaging over 750 attendees ® 110 Booth Spaces
Papers, Panels, Product Demonstrations, and Speakers featuring—

Sir James Martin Memorial Lecturer e Captain Al Haynes
Pilot of United Airlines DC—10 that crashed in Sioux City, Iowa
“A Story on Survivability Factors”

Display of Historical Escape Systems & Research/Test Manikins
Unparalleled Collection of Ejection Seats, Modules, and Manikins




SAFE Association

Dedlicated to Ensuring Personal
Safely and Protection in Land,
Sea, Air, and Space Environments

r I Yhe SAFE Association is an international, non-profit
organization dedicated to ensuring personal safety
and protection in land, sea, air, and space environ-

ments. Originally standing for “Space and Flight

Equipment,” SAFE has come to encompass much more and

is no longer an acronym, but a name reflecting all aspects
of safety.

SAFE members represent diverse backgrounds and fields of
expertise. Financially, SAFE depends solely on the dues of
its corporate and individual members as well as the annual
symposia. The Association has chapters located throughout
the U.S. and abroad that meet and promote its goals and
objectives. These chapters are a key element to the strength
and growth of SAFE.

The Association’s goals include stimulating safety and sur-
vival research and development. This is accomplished by
means of an annual symposium, educational scholarships,
association achievement awards, newsletters, and technical
publications. SAFE strives to provide its members with

opportunities for professional development, achievement,
and recognition. Another important objective is to educate
the public, industry, and the government to improve human
effectiveness and safety in system designs and operation.

The SAFE Association’s annual highlight is its symposium,
which brings together a broad mix of technical personnel
from all over the world, most importantly the users, to net-
work and interact. It serves as a forum to promote new
concepts and products, exchange technical information,
and discuss special interest issues. Exhibits, technical
papers, panels, product demos, outstanding keynote speak-
ers, and workshops are all part of the symposium.

Over 45 years old, SAFE is a proud organization that wel-
comes new members and chapters to participate, con-
tribute, and make a difference in the world of safety, sur-
vival, and life support.

For further information about SAFE, please contact:
SAFE Association
P.O. Box 130
Creswell, OR 97426-0130

Phone: (541) 895-3012

Fax: (541) 895-3014

E-mail: safe@peak.org

URL:  http://www.safeassociation.com
http://www.safeassociation.org

Registration Information Register on-line at www.safeassociation.org

SAFE Member:
$310—Pre-registration
$360—On-site registration

Non-Member:

$400—Pre-registration

$450—On-site registration

Note: Registration does not include SAFE membership dues.

Enlisted Uniformed Military Personnel, and undergraduate stu-
dents with valid student I.D.

For more details contact—

Tuesday & Wednesday (2-Day Pass) only-$80
One day registration (does not include any function tick-
ets)-$190

Pre-registration deadline: August 31, 2002

If you are in the life support field, this organization is for you!
¢ Individual membership-$60

e Full-time student membership-$10

e Corporate membership—-$500

e Fully retired membership-$20

Jeani Benton Chris Albery
Phone:  (541) 895-3012 Phone:
E-mail:  safe@peak.org E-mail:

(937) 255-0606
chris.albery@wpafb.af.mil



SAF E ASSOCIZI'[IOII Membership/Information Request

O I am interested in additional information on SAFE
O Please send me a membership application for: O Individual O  Corporate

Q Mr. Q Ms.
Rank/Title

First MI Last Name

Address

City State ZIP Country

O  *You may E-mail my application form to:

O  *Or fax the application to:
(*Information package will be mailed)

SAFE Association ® Phone: (541) 895-3012 ¢ E-mail: safe@peak.org ® Fax: (541) 895-3014




SAFE ASSOCIATION
PO BOX 130
CRESWELL OR 97426-0130

POSTAGE
REQUIRED




http://iac.dtic.mil/hsiac

calendar of events

SEp

Elephant and Castle, London, UK. September 2-6, 2002.

The 16th British HCI Group Annual Conference Incorporating European Usability Professionals’
Association Gonference 2002

URL: http://cise.sbu.ac.uk/hci2002/index.html

University of Southampton, UK. September 17-19, 2002.

Human Factors for Engineers Residential Course

Contact: IEE Event Services, Tel: +44 (0) 20 7344 5732/5733, Fax: +44 (0) 7497 3633,
E-mail: events@iee.org.uk, URL: http://www.iee.org/Events/g17sep02.cfm

Pisa, Italy. September 18-20, 2002.
Fourth International Symposium on Human Computer Interaction with Mobhile Devices
URL: http://giove.cnuce.cnr.it/mobilehci02.html

Jacksonville, FL, USA. September 30-0ctober 2, 2002.
2002 SAFE Symposium
URL: http://www.safeassociation.org

Baltimore, MD, USA. September 30-October 4, 2002.

HFES 46th Annual Meeting

Contact: HFES Office, P.O. Box 1369, Santa Monica, CA 90406-1369, USA/
Tel: +1-310-394-1811, Fax +1-310-394-2410, URL: http://hfes.org

San Diego, CA, USA. October 7-9, 2002.

90th Annual Gongress & Expo

Contact: National Safety Council, 1121 Spring Lake Drive, ltasca, IL 60143-3201, USA.
Tel. +1-630-285--121, Fax: +1-630-285-1315, URL: http://www.nsc.org/expo02\call.htm

MIT, Cambridge, MA, USA. October 23-25, 2002.

HCI-Aero Human-Computer Interaction in Aeronautics

Contact: HCI-Aero 2002 Office, European Institute of Cognitive Sciences and Engineering
(EURISCO), 4 Avenue Edouard Belin, 31400 Toulouse, France.

Tel: +33 (0) 5 62 17 38 38, Fax: +33 (0) 5 62 17 38 39, E-mail: hci-aero2002@onecert.fr
URL: http://www-eurisco.onecert.fr/events/hci-aero2002.html

Orlando, FL, USA. December 2-5, 2002.

I/ITSEC Interservice/Industry Training, Simulation and Education Conference
Orange County Convention Center on International Drive

URL: http://www.iitsec.org/poc.htm
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Cognitive Systems Engineering in

Military Aviation Environments:
hvoiding

Cogminutia Fragmentoss]
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an international community of practitioners who have

both developed and applied cognitive systems engi-
neering (CSE). One can see the field emerges from several
corridors that in turn produce alternative
methodologies/approaches to address military aviation
domains. Differing philosophies and techniques spawn inci-
sive pathways of integration in the development of design
artifacts. Because the aviation domain is fraught with multi-
farious levels of complexity and is demonstrative of “cog-
minutia fragmentosa,” we believe it supplies an excellent
foundation for reviewing, assessing, communicating, and
evaluating some of the principles (and nuances) inherent
within various programs of CSE.

This report details the perspectives and foundations of

Center (HSIAC) is the gateway to worldwide

sources of up-to-date human systems infor-
mation for designers, engineers, researchers, and
human factors specialists.

HSIAC’s primary objective is to acquire, analyze,
and disseminate timely information about human
systems/ergonomics. The HSIAC offers five levels of
user service:

B Basic Inquiry
Search & Summary
Review & Analysis
Technical Area Task
Meeting Administration

The Human Systems Information Analysis

Cognitive Systems Engineering in
Military Aviation Environments:
Avoiding Cogminutia Fragmentosa!

Editors: Michael D. McNeese and Michael A. Vidulich
Chapters by: Robert G. Eggleston; Keith C. Hendy, David Beevis, Frederick
Lichacz, and Jack L. Edwards; Eva Hudlicka and Michael D. McNeese;
Michael McNeese; Neelam Naikar, Gavan Lintern, and Penelope Sanderson;
Scott S. Potter, Emilie M. Roth, James Gualtieri, James Easter, and William
C. Elm; John M. Reising; Robert M. Taylor, Michael C. Bonner, Blair
Dickson, Howard Howells, Christopher A. Miller, Nicholas Milton, Kit
Pleydell-Pearce, Nigel Shadbolt, Jeni Tennison, and Sharon Whitecross; and
David Woods and Klaus Christoffersen

Available on Our Website
http://iac.dtic.mil/hsiac

To order a hardcopy, please contact:

Lisa McIntosh

Phone: (937) 255-4842
DSN: 785-4842

Fax: (937) 255-4823

Hardcover available for $45.00.

The Basic Inquiry offers limited technical service
at no cost to the user to clarify and respond to a spe-
cific inquiry. Basic Inquires can be requested by con-
tacting the HSIAC Program Office:

Phone: (937) 255-2450
Fax: (937) 255-4823
E-mail: paul.cunningham2@wpafb.af.mil

Cost for other services are based on the technical
nature and time involved. For information on products

go to: http://iac.dtic.mil/hsiac/products/pstoc.html.
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For further information,
please contact:

Samuel Hawkins

Booz Allen Hamilton

1525 Perimeter Parkway,
Suite 250

Huntsville, AL 35806-1685

Tel: (256) 830-3644
Fax: (256) 830-3576
E-mail:

hawkins_sam@bah.com

Samuel Hawkins is a
Human Factors Analyst at
the Booz Allen Hamilton
office in Huntsville, AL.

...continued from page 3 “Human Factors Challenges In the Post-9/11 World”

Summary

Of course, HFE issues existed in all
these areas prior to 9/11, and in many
cases HFE work was being vigorously
pursued. As HFE is a technology-
enhancing discipline rather than a tech-
nology-creating one, it is the increased
emphasis in these areas and the need
and desire to make them work with a
much higher degree of reliability and
efficiency that will provide opportuni-
ties for greater HFE input.

The ease with which HFE can be
applied in these areas ranges along a
continuum. For example, the airport
screening task is in many ways an ideal
model for HFE involvement: It involves
a well-defined (though difficult to per-
form) task, a known environment,
established technology, and a human
performance challenge for which there
has been extensive theoretical and
applied research. The linkage between
what we know as a discipline and what
needs to be changed in the post-9/11
world will not always be so clear.

But as is always the case with tech-
nology systems, the human interface is
inevitably there. Our knowledge has

the Man-Systems Integration

. ASA-STD-3000, . i
NStandar‘ds, NASA’s definitive human factors,

human factors ‘engineering, human interface doc-
‘ument is now available at http://msis.jsc.nasa.gov, locat-
ed at the Johnson Space Center. The site is totally inter-
active, and includes links that allow the user to find
related information that may be scattered throughout
sthe document, and the‘capability to trace the source
of.information included within the document. The
site also includes: links to video clips that provide
illustrative examples of the information included
in the document. If you care to make any com-
ments relative to this site, you can E-mail either
the site Curator, or the responsible NASA offi-

- hon}eaag’e‘ﬁ_ ‘.' L=

ST e 'hf!.ﬁ'..,,-

c1al by chckmg on their names loca.ted on the

f'l'
=

grown enormously in the 60 years since our disci-
pline’s involvement in the last World War. We now
have the opportunity and obligation to apply what
we have learned to a new type of conflict. ™
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NASA-STD-3000
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...continued on page 7 “Cooperation and Collaboration Between Human Systems and Information Systems

Personnel: A Crisis and An Opportunity”

fusion generated through the use of acronyms. For
example, it is likely that HS and IS practitioners
would give different answers to questions such as
“What is a system?” “Is the human an essential
part of the system or not?” “What is a human sys-
tem?” “What is an information system?” “What is
an interface?” “Is ‘User-Centered Design, designed
by the users or for the users?” And the list could
g0 on.

Given the complexity of the challenges to HS/IS
cooperation and collaboration, it seems clear that
there can be no single, “magic bullet” solution.
Mandates concerning HS/IS cooperation and cooper-
ation and the design and development of usable and
useful information systems are needed as “sticks” to
help ensure HS/IS cooperation and collaboration and
widespread dissemination of realistic information
about practices and procedures. Concurrently, better
publicity of about successful HS/IS cooperation and
collaboration is needed as a “carrot” to encourage
adoption of these practices and procedures.

However, even well-positioned “carrots” and
“sticks” cannot address challenges resulting from
profound cultural differences and communications
challenges. These latter types of challenges can
better be addressed through education and train-
ing of groups from program managers, to bench-
level scientists, to educators, and professional
organizations. Additionally, shared tools and tech-
niques, metrics and measures of performance are
needed to help facilitate and justify HS/IS cooper-
ation and collaboration.

Clearly we are faced with both great opportuni-
ties for improvement, and serious challenges to
success. Hopefully, with effort, we can begin to
improve communication and collaboration
between HS and IS professionals realize the poten-
tial for the definition, design, development, and
deployment of information systems that are both
usable and useful. In such systems both the
human-computer interface and the human-com-
puter interaction will effectively support human
information needs and real-world tasks because
information and insight from both human systems
practitioners and information systems practitioners
have been incorporated from initial conceptual
design to actual deployment. ®

References
1. United States General Accounting Office. (2001). Best
practices: Better matching of needs and resources
will lead to better weapon system outcomes
(GAO/01-288). Retrieved from the World Wide Web
March 27, 2001: http://wWww.gao.gov/new.items

d01288.pdf

For further information,
please contact:

Joyce Cameron, DMA
AFRL/HEC/HSIAC

2261 Monahan Way, Bldg 196
WPAFB, OH 45433-7022

Tel: (937) 255-4099
Fax: (937) 255-4823
E-mail: joyce.cameron@wpafb.af.mil

Joyce Cameron is a Human Factors
Analyst for Booz Allen Hamilton. She
works at the Human Systems
Information Analysis Center (HSIAC) at
Wright-Patterson Air Force Base.
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Phone:  431-317-497677 R . . d
E-mail info@noldus.nl analysis and presentation of observational data can

mean a big help. And that's exactly what The Observer
Noldus Information Technology GmbH . .
) can do for you. Whether you are observing live or from
Freiburg, Germany

Phone:  +49-761-4701600 video, The Observer offers you an easy and accurate tool

E-mail:  info@noldus.de for the study of activities, postures, movements or

Noldus Information Technology Inc. human-system interactions.
Leesburg, VA, US.A.

Phone:  +1-703-771-0440 N ld
Toll-free: 1-800-355-9541 O u S
E-mail:  info@noldus.com Eptorma

tian Yeshasisgy

www.noldus.com Innovative tools for behavioral research
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